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Abstract

Text goes here.
1.0 Introduction

Talk about paper.

What contribution does my dissertation bring to society and engineering?  Refer to original abstract.
2.0 Literature Review

k-critical links – what did they do

CI – what did they do

What do I plan to do

2.0 Application of the Systems Engineering Process


The Systems Engineering (SE) process has various steps the designer or analyst must complete in order to ensure a system solution.  It has some common aspects that allows for good systems engineering.  These aspects include emphasis in areas such as a top-down approach, a life-cycle (LC) orientation, definition of systems requirements, and an interdisciplinary approach [Blanchard et al, 2006].  

A top-down approach emphasizes viewing the system as a whole.  Designers must understand how the components perform together effectively.  A LC orientation addresses all phases of the system from cradle to grave.  It helps with the risk identification process for up-front decision making.  It is important to note LC is an integral part of the SE process.  Various authors incorporate the term LC in the definition of SE [DAU, page 3, 2001; Cook, 1999; EIA/IS 632, 1994; IEEE P1220].  Furthermore, INCOSE describes the SE process as having to include LC considerations of development, deployment, operations and maintenance, and disposal of systems [2004 a p.16].  Blanchard on the other hand states a fundamental to the application of the systems engineering is an understanding of the system LC process [2004 b p.26].  Yet Sage et al indicate that the LC is an application of the systems approach for the purpose of understanding and implementing processes [1999].  The definition of systems requirements relates requirements of specific design criteria to ensure effective decision making early in the design process.  Designers develop requirements that are easy to understand, are unambiguous, and show traceability from the system level downward.  In the past, designers have either neglected or not emphasized these three aspects during the design processes.  Lastly, the interdisciplinary approach is a team concept throughout the system design and development process.  This helps ensure the design objectives are addressed effectively and in an efficient manner.  Since there are many aspect of a system, the team must be versed in many different design disciplines and their interrelationships.  They must understand how these items work together where they apply methods, techniques, and tools to facilitate the implementation process [Blanchard et al, 2006]
The main SE process forces the analyst to address the wants and needs of the customer.  It is a road map for focusing and remaining focused on the needs of the customers.  Furthermore, the process is an excellent tool that helps obviate developing unwanted solutions.  Developing solutions that do not address the customer’s needs more often than not affects the company in a negative way.  This is often found in the company’s report to the shareholders such as loss of sales, excessive inventory, increases in operating expenses, and a plethora of other items.  Succinctly, solutions that do not address the customer’s needs typically result in further loss of business from the customer.  Ultimately, the SE process keeps the design and development of a system solution from diverting from the needs of the customer.  Hence, the process is the development of a best-fit solution based on the system incorporating the aspects of good SE with emphasis on the LC.

There are various steps in the SE process [Blanchard et al, 2006; INCOSE, 2004; DAU, 2001; Kossiakoff et al, 2003].  We will for the most part adopt Blanchard’s conceptual, preliminary, and detail design and development methods with some modification by incorporating portions of the other organizations and authors’ processes.  Because the SE process works for any size and complexity of a system, we will modify our process to fit our problem statement.  Modification to the process is acceptable so long as it adheres to the main SE principles [Blanchard et al, p30. and 55].  We define ten steps in our process.

It begins with the problem definition and identification of the need.  The problem definition is identifying and defining the problem(s) with the current system.  This is an important step because the designer must first understand the problem(s) of the system before developing a solution.  The needs on the other hand stem from the problem definition.  It addresses the question for what purpose does the system serve.  Second is the development of the initial requirements from a high-level perspective where the requirements must address the needs of the customer; otherwise, the solution is superfluous.  Third is to perform a top-level feasibility study.  That is, the evaluation of various technical approaches and methodologies that can be applied to the development of the system.  Fourth is the development of the requirements based on the needs.  Included are discoveries in the feasibility study as well.  It is important the requirements be lucid, traceable, and verifiable.  The more transpicuous the requirements are, the better the document for everyone involved.  Fifth is the maintenance and support of the system.  This evolves form the operational requirements developed.  The fifth part stems from the LC of the system.  It looks a little further down than just the operation of the system.  Sixth is the development of criteria for evaluation of candidate solutions.  This process deals with defining the measures of effectiveness (MOE) or technical performance measures (TPM) that helps with the decision making process.  Seventh is the initiation of the functional analysis.  This describes the system in more detail to ensure complete understanding.  It provides the details for design of the system.  Eight is the design synthesis.  Essentially, this is where the designers use their imagination to address the requirements.  Ninth, is the trade-off analysis.  These are the evaluation of the candidate solutions.  It addresses the results of the MOE for each candidate.  Tenth is selecting the preferred candidates.  It is possible to choose an overall solution using trade-off analysis.  The trade-off analysis provides the decision makers (DM) with a score for each option based on the selected criteria.  The option with the highest score is the preferred solution.  We use a polarity throughout this dissertation where the higher the number, the better the ranking.  Lastly, continue the verification process be examining the original requirements.  This helps to improve the design by continuing to focus on the customer’s requirements.  It keeps the designers in check.  Figure 1.0 depicts the ten-step process.
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Figure 1.0:  The ten-step process to SE

During the SE process, it is important to incorporate the Vee Process Model [Forsberg and Mooz, Rohr et al, 2003].  This ensures compliance with the requirements by using a top-down approach in the design process.  Conversely, the model uses a bottom-up approach for the integration portion.  Consider this the validation process.
2.1  Problem Definition and Need Identification
As previously stated, the first part of the SE process is to define the problem.  A clear definition of the problem allows for a more exhaustive and perspicacious solution.  Afterwards comes defining what the needs are based on the requirements.  It is important to note this part of the process does not focus on how to do it, however.  This part is in the requirement and design process.  
The next section applies the definition portion of the SE process.  We will first define the problem based on research and world events.  Then we will identify the needs based on the problem.  A clear understanding of the problem is paramount to the conceptual design of the system solution.
2.1.1  Problem Definition
The Department of Homeland Security (DHS) created a task force to help “identify state and local funding solutions that work effectively and can be extended to situations where there are impediments to the efficient and effective distribution of state and local homeland security funds [DHS, 2004].”  The cities use the funds according to their needs.  That is, they determine allocation of the funds based on city and regional planning [Dallas City Hall, 2005; Houston, 2004].  However, the distribution of these funds, that involves various city functions, is at times questionable.  The DHS is changing its ways of how it disperses funds in order to abate questionable spending [National Public Radio, 2006].  Hence, City Officials must ask what is reasonable and efficient such that they can determine proper allocation of funds.  The answer lies in the protection of the critical infrastructure (CI).  The CI is a part of the United States’ (US) infrastructure and affects the well being of its’ citizens and efficient operation of businesses.  Major disruptions to the CI have severe consequences to citizens and businesses as we shall illustrate later.
On May 22, 1998, President Clinton issued the Presidential Decision Directive 63 [The Department of Justice, 2005]. The focus of this directive is to prevent attacks on the CI of the US.  Such attacks could come from foreign governments, foreign and domestic terrorist, and criminal organizations.  The adoption of the directive is the framework for critical infrastructure protection (CIP).  In order to understand CIP, we must first understand what CI is.
Essentially, there are various infrastructures considered critical by different organizations [Office of Homeland Security, 2002; INFRAGARD, 0000; SPAWAR, 0000].  An infrastructure is a collection of interdependent networks consisting of systems.  “A system is an assemblage or combination of elements or parts forming a complex or unitary whole” [Blanchard et al, 2006].”  For the infrastructure, the systems include industries, institutions, and distribution channels [Quirk et al, 2005].  Based on this, these organizations developed a list of infrastructures they deemed critical. These infrastructures vary by categories [Ibarra et al, 2004]. Some infrastructures may be inclusive in others.  For example, postal and shipping is separate from transportation in one list but aggregated in another.  However, the most widely used list is from the government.  They determined there are thirteen CIs as shown in Figure 1.0 [Office of Homeland Security, 2002].  Thus, an infrastructure is critical if those items that are necessary for individuals and companies to continue life and business as usual are disrupted [Moteff and Paul Parfomak, 2004].   That is, the CI allows us to do and complete our daily routines as normal.  Daily routines, for example, include normal traffic flow on highways, which includes peak times, and being able to drive on these highways from origin to destination using the normal travel paths.  CI is also the delivery and sustainment of readily available energy.  In addition, CI is the availability of consumable resources such as food and water.  These are but a few examples of daily routines.  Hence, CIP is the protection and risk mitigation of these elements.  
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Figure 1.0 Thirteen Critical Infrastructures Defined by the United States Government

To protect the infrastructures is a daunting task.  It involves collaboration between the government, state, and local agencies.  It must be efficient and smooth in order to properly protect the infrastructures and mitigate risk as well.  Furthermore, protecting CI involves research and development in tools and techniques for identifying and abating risks. In the end, these tools and techniques provide government agencies with better decision-making capabilities.

There is a great deal of work under way trying to identify and analyze the CI.  For example, there is a high quality article showing how to identify the infrastructures.  The name is “Understanding, and Analyzing Critical Infrastructure Interdependencies [Rinaldi et al, 2001].”  The article does an excellent job in broadening the knowledge in the area of the CI.  The premise of the article hinges around the six-dimensions for describing infrastructure interdependencies.  These dimensions are an ideal place to start when trying to identify the risk associated with infrastructures.  On the other hand, other articles such as Mendonca et al [2004] and Quirk et al [2005] discuss how to quantify and analyze the infrastructures.  These articles illustrate using optimization models to help assess the affects of major disruptions to the CI.  The results from the models help with the decision making process.  For instance, Mendonca et al has one such model that uses a linear program to minimize cost.  The cost is for placing generators in strategic areas in order to provide electric power to the most needed and widest customer base. Using the constraints provided by the DMs, the model determines where to locate the generators given specifics of a disruption in the infrastructure pertaining to power.  The model also allows the DMs to instigate what if scenarios.  This provides them with more options.  For further information, refer to Mendonca et al’s paper.  It goes through an extensive description of the model and its applications.  There is also work in the area of trying to estimate the robustness of the infrastructure during a disruption [Quirk et al, 2005].  The model by Quirk et al uses fuzzy normalized cut clustering strategies to help in the analysis.  The study suggests evaluating the robustness of an infrastructure by comparing possible outcomes.  The outcomes, that are the metrics for infrastructure robustness, provide the DM with a preferred alternative.  Other articles that analyze the CIs infrastructures include works by Nozick et al, Stecke et al, Wolthusen, and Lee et al [2004; 2005; 2004; 2004].  
From the previous examples, it is obvious mathematically modeling interdependencies of CIs is an area actively being researched.  The literature provides many avenues for analyzing the various CI.  In particular, an infrastructure that is of importance and growing in complexity is the transportation sector [Ibarra et al, 2005].  In the US, this is increasingly becoming more complex.  Some examples include the air industry, railroad lines, and highway networks.
Currently, the numbers of daily flights are increasing nationwide [Bureau of Transportation Statistics, 2006].    Figure 2.0 shows the increases by month.  It is apparent based on the graph that there is growth in this sector.  In fact, the average increase is 1.014% since September 11, 2001.  The increase entails more flights and more destinations the airline companies can serve.  Hence, it makes for a more complex network whether trying to manage or optimize it [Kerczewski, 2002; Holmes, Bruce J, 2004, Lewe et al, 2003].
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Figure 2.0: Monthly Flights since September 11, 2001
For the rail lines, it is the same thing. Worldwide container trade is growing at a 9.5% annual rate where as the US is about 6% [Vickerman, 1998]. “For example, the Ports of Los Angeles and Long Beach (San Pedro Bay Ports) are anticipated to double and possibly triple their cargo by 2020. The growth in the number of containers has already introduced congestion and threatened the accessibility and capacity of the rail network system in the Los Angeles area [Lu et al, 2004].”  Another example is the Port of Houston.  They are working with Dallas to import and export goods in the US where Houston uses Dallas as a makeshift port.  This is possible because Dallas just built and got approved as a port that works like any other port [Dallas Morning News, 2006].  Hence, as more traffic flows into the rail line networks, the more complex the system becomes [Dessouky et al, 1998].
Lastly, there is the increase in complexity of the Highway networks.  Texas Transportation Institute (TTI) refers to complexity as “how much is going on in a scene as determined by the diversity and number of elements [2003].”  This is evident by the distracters found in the networks [Manser et al, 2002].  Distracters include use of cell telephones while driving and unfamiliar areas that include highway renovations.  Other examples include large highway interchanges and congestion.  
Taking the last two items for instance, when drivers approach large highway interchanges, there are numerous vehicles changing lanes.  This adds to the complexity of the network because of the distraction a driver faces by other drivers moving in and out of lanes.  Further complicating the network is the amount of vehicles entering the network.  That is, the more vehicles there are, and the more congestion there is, the more that is going on in a scene.  Scene represents the surroundings of the highway network.  It includes the number of vehicles on the highway, entrance and exit ramps, highway interchanges, billboards, construction, signage, and other like items.  Hence, the increase in vehicles on the highway is a distracter because of the congestion.  The driver must focus on what the other drivers are doing so that the he or she avoids any accidents.  
 Using congestion as one of the main complexity issues, today travelers are spending more time in congestion than previously before.  The average delay per traveler during rush hour in the US is forty-six hours per year because of congestion [TTI 2004].  This is just under a threefold increase from 1982 where the average lost time then was sixteen hours.  This significant increase, especially for major cities, is forcing transportation analyst and government officials to improve mobility [TTI, 2003; Dallas High Five, 2006; Dallas Morning News, 2006; and Department of Transportation, 2003].  Some means include restrictive lanes, imposing new rules and regulations, and updating and expanding highways to name a few [topic from ENCE 7378].  These are all measures that eventually help reduce congestion.  In turn, this reduces the magnitude of distracters and hence the complexity of the network.
It is evident how important the transportation sector is to the US and its citizens.  It is then prudent that we investigate this area to obviate large disruptions to this network.  Because of the increasing complexities of this network and the network’s number of users, a disruption of forty years ago produces a lesser negative affect on the US’s infrastructure than if one occurred today.  That is, citizens and companies rely more on the US’s infrastructures than they did forty years ago.  Hence, a disruption in the air or water port transpiration networks of today, for example, produces greater affects than if the disruptions occurred forty years ago.  This is because of today’s myriad users of the network.  Users include people going to and from work and vacations, distribution centers moving products, rail lines and petroleum companies transporting raw material for energy consumption, and a slew of others who use the transportation network for leisure or business.  Consider the 911 attack or the water port strike in Los Angeles for example [references].  These disruptions severely affected our infrastructure and hence caused unwanted rippling affects to our economy and nation.
Since we now have a perspective of the importance and complexity of the transportation network, we examine some simulation and modeling tools that are available for analyzing the criticality of the highway networks links.  These tools are great for highway network modeling and simulation; however, they require time to learn them.  There is training and on-going training for users of the softwares.  This nuance makes it less attractive to City planners to engage in purchasing such software because of the learning curve.  The learning curve states the more times a task has been performed, the less time required to perform the same task on each subsequent iteration [Henderson , 1960]. More importantly however, these tools become infeasible when trying to find what combination of links would have the severest impact on the highway network [NCTCOG, 2006; FHWA, 2006].  We also look at organizations that perform analyzes with respect to the highway infrastructures using these or other tools.
There are various software tools available for simulating the traffic flows of a highway network.  Some include Traffic Software Integrated System (TSIS) – CORridor SIMulation (CORSIM), Synchro, VisSim, and Paramics to name a few.  
CORSIM is a component of TSIS.  “TSIS is a complete traffic simulation software package for signal systems, freeway systems, or combined signal and freeway systems having complex or simple conditions.”  Its strength lies in its ability to simulate traffic conditions in great detail [http://mctrans.ce.ufl.edu/featured/TSIS/].  “Synchro is a software application for optimizing traffic signal timing and performing capacity analysis. The software optimizes splits, offsets, and cycle lengths for individual intersections, an arterial, or a complete network [http://www.trafficware.com/ synchro.htm].”  VisSim on the other hand is a software program for the modeling and simulation of complex dynamic systems.  VisSim combines an intuitive drag & drop block diagram interface with a powerful simulation engine.  VisSim has various applications including transportation modeling [http://www.vissim.com/products/ index.html].  Lastly is Paramics.  It is fully scalable across the entire spectrum of transportation modeling.  It is designed for use on large city networks, but can equally be used to with ease to model congested freeways [http://www.paramics-online.com/home/ home.htm].  All of these software packages have one thing in common.  They require the user to learn the system.  There is training involved and manuals to read.  Depending on the complexity of the software and model design, this could significantly increase the learning curve.  Hence, this makes it somewhat undesirable for City planners to use.  More importantly, none can actually determine what combination of links are the most critical without running the software for weeks or even years.

Some non-for-profit organizations that use these or other simulation tools include the Department of Transportation (DOT), North Central Texas Council of Governments (NCTCOG), Federal Highway Administration (FHA), Military Surface Deployment and Distribution Command Transportation Engineering Agency (MSDDCTEA), and Texas Transportation Institute (TTI).  There are also numerous consulting firms especially in the transportation and civil engineering sector that would use the software to perform analyses with respect to critical links of a highway network.
A great deal of simulation and modeling takes place within these non-for-profit organizations [DOT, 2006; NCTCOG, 2006; FHA, 2006; TTI, 2006].  They make extensive use of these models for planning purposes.  This includes determining future traffic flows, funding for new highway projects, and renovating existing stretches of highways to deal with the increase demands of the network.  These organizations also have a minimum of one full-time person working in simulation and modeling [reference interviews].  Typically, they have a complete staff of professionals.  Some of the responsibilities of the individual include reprogramming and updating the model’s algorithms and data.  In the former, the intent is to increase the efficiency and accuracy of the model.  For the latter, it severs as a means for ensuring the model has the most up-to-date information for analysis purposes.  Furthermore, they work on maintaining the system.  Primarily, this includes software updates from the vendor.  It also includes any training with the updates.  This also includes training associated with the updates.  Incidentally, with all the tools and resources available, attempting to model a network for k-critical links proves a bit more challenging.  The k-critical links are those combination of links is completely disrupted would cause the severest impact to the network.  For example, to find the single k-critical link of a strongly connected network with 200 nodes, it would require the algorithm to perform 19,900 combinations of disconnecting links:  n (n – 1) / 2, where n is the number of nodes.  For k = 2, the number goes to 197,995,050.  This is an increase of over 9,949% in iterations.  As indicated in the interviews with NCTCOG and FHA, it is almost infeasible to perform such analysis.  This leads us back to our problem of efficient resource planning.
Currently, if City Officials would like to engage in efficient resource planning for their highway network, they must perform various analyzes.  This includes simulating the present network as the primary function.  They must look at what type of bottlenecks or risks there are, where they are, and what they need to do to abate them.  In addition, if they want to determine the k-critical links of the network using travel time or distance MOEs such that they have a better understanding of the system, it would take further simulation.  The designer would have to amend the model’s algorithm, if one does not already exists, and run the simulation for the desired k-critical links.  If City or designer does not have the expertise, then they must look outside for assistance.  This could prove to be expensive.
Nonetheless, using the simulation model does provide results that are more accurate.  However, the drawbacks are its complexity and required proficiency to use and maintain.  Typically, full-time individuals with strong modeling experience fulfill the latter.  Collectively, these items limit the avenues for finding the k-critical links of a network and hence resource planning.  This venue, where using an agency to perform the analyses is not as feasible as if there were a model or tool that is readily available to the City and designer and easy to use.  This is a problem for the City.  Acquiring data efficiently from these organizations is at times difficult.  The organizations are not readily available to provide the resources and assistance required by the city [DOT, 2006; NCTCOG, 2006; FHA, 2006; DHS, 2006].  It is not that these organizations try to avoid the City, but more at the organizations prioritizing their projects and scheduling of resources. 

There is one final note.  Consulting companies can perform the analysis, but usually at a significant price.  They would analyze the network, and provide the City with its results and recommendations.  However, it ends there.  If significant changes occur to the network, then the previous solution becomes obsolete.  This means the City would have to have the study performed again.  In a time of budget cuts and improving efficiencies, this choice is excessive in costs and hence unreasonable to pursue.
Therefore, knowing what k-critical links affects the network the most affords government officials to plan judiciously for mitigating risks.  This also helps with being parsimony and as a result benefits both taxpayers and government.  We thus define the problem to lie in two areas. The first is the efficient allocation of homeland security funds with respect to the transportation network.  Particularly, how the city should allocate resources pertaining to the highway network such that it considers the system.  The second deals with analyzing the highway networks.  They are increasing in size: links and interchanges.  We must define a methodology and model to help process information of complex systems extremely quickly, accurately and feasibly, for the purpose of network flow analysis.  Concisely, Figure 2.3 depicts the problem definition.
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Figure 2.3:  General Problem Definition

2.1.1.1  Ground Rules and Assumptions

For purpose of the resource allocation by city planners, this dissertation focuses on providing the planners a methodology and tool to help with the decision making process.  The rule is that city planners recognize the significance of viewing a problem as a system rather than an entity.  In other words, city planners must agree on what is good for their district or area may not be good for the system.  They must consider what is best for the city as a whole.  The assumption is that they agree or at least acquiesce to this premise.
In terms of the model, it has various ground rules and assumptions.  These keep it from becoming extremely large and unsolvable. Moreover, the model allows linear programming such that a feasible solution exists.  There are seven main rules and assumptions.  They include highways, disconnect, steady state, maximum capacity, shortest path, a snapshot of system, and the normal workweek.
Highway is first assumption where the mathematical model performs the simulation and analysis.  A highway, where tolls are inclusive, consists of multiple bidirectional lanes with posted speeds of 45 MPH minimum, up to 70 MPH maximum.  There are no traffic signals and dividers separate opposing lanes; that is, the north and south bound, and east and west bound.  The dividers are typically concrete barriers. Furthermore, highways do not include their adjacent service roads.  Service roads are the access roads leading into the highways. 
The second items is disconnects.  A disconnect is the complete impediment of traffic flow on the links connecting the nodes.  A link is the stretch of highways connecting the intersections.  The node on the other hand is the intersections or transfer points. The bidirectional link (i, j) represents the segment of highway connecting intersections/ transfer points i and j.  Disconnects do not include disruption of lanes individually, however.  In other words, any disconnect must affect all the lanes in both directions.  Furthermore, modeling the system after a disconnect assumes a steady state.
Third, the model assumes a steady state.  Steady state refers to the network operating under normal conditions.  It means that any construction is well established and on going.  Furthermore, there are no outside forces, such as weather or accidents affecting the network.  It also includes the current threat level for an attack by terrorist.  If an outside force occurs, such as weather, or a terrorist threat or attack, it changes the makeup of the model.  In addition, steady state pertains to any disconnect occurring will eventually reach a plateau.  We make use of a fundamental concept in reliability analysis that pertains to the constant failure rate region of the bathtub curve [Birolini, 1999].  Basically, the concept is such that there is an infant mortality, burn-in state, and a wear-out, phase-out state, for products or systems.  The area between these two phases is the constant failure rate region, useful life.  Hence, our model assumes that any disconnect that occurred will reach the constant failure rate region.  The model changes once the network is updated or fixed.  Figure 2.4 depicts the bathtub curve concept.
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Figure 2.4:  Bathtub Curve
Fourth, evaluation of the network for modeling purposes considers maximum capacity.  Maximum capacity is the most any link can handle in terms of vehicles at any given point.
Fifth, the model assumes that the users of the network will take the shortest path to and from their destinations.  This includes traveling under normal conditions as well as during the event of disconnects. The assumption makes use of Wardrop’s principles [Wardrop, year].

Sixth, the methodology and mathematical model uses a snapshot of the network.  In other words, the system is not continuous.  Time is not a changing variable in the model.  In addition, after a disconnect occurs, the mathematical model assumes a steady state and hence uses a snapshot of the network.  
Finally, the data constitutes a normal workweek.  That is, the data is for Monday thru Friday exclusively.  Saturdays and Sundays are not part of the analysis.  The model also excludes atypical days.  These include holidays or large events that take place during the week that affect the network substantially.  
2.1.1.2 Qualitative and Quantitative Indices
There are a two quantitative and qualitative items based on the problem definition.  That is, these items refer back to the customer’s requirements, where the customers, City officials, want a methodology and model to help them with the efficient resource allocation.  Defining these items helps keep the designer in check with the customer’s needs.

For the quantitative items, one of them refers to the performance of the mathematical model.  This item is a design dependent parameter (DDP) that deals with the model’s processing time.  The concern is to ensure the model can calculate the performance of the network quickly enough where the designer has the results within minutes.  This includes large and complex networks.  Currently, simulation models, depending on what they are attempting to simulate, can take a long to arrive at an answer based on the size of the network.  By developing a mathematical model that can arrive at similar results as the simulation model, but in much less time, would afford designers to model larger and more complex systems.  For example, the designers with the DM could use the proposed model to incorporate sister cities or adjacent suburbs for determining the k-critical links.  The model will allow them to perform such analysis, with a certain degree of confidence, where previous simulation tools would take an enormous time to solve.  Having results within minutes instead of hours or days makes for a more powerful and useful tool; hence city officials are more likely to adapt the tool for help with the DMP.  The second quantitative item is the accuracy of the model.  If the model is quick, then to solidify its usefulness, the model must be accurate within a predefined range too.  This is a heuristic approach because the mathematical model is not a simulation algorithm.  Simulation does provide more accurate results.  However the price for simulation is time.  Based on the requirements, a mathematical model that obtains similar results to a simulation model is more likely to prove useful to city officials.  Hence, any of these two items the designer does not accomplish entails failing to meet the customer’s requirements.  Consider these two DDP acting as an AND gate or a series diagram in reliability analysis [Henely et al, 1981].  To have mission success, the designer must have both blocks energized.  Failure in either blocks results mission failure.  Refer to Figure 2.5 for a modified reliability block diagram.  The first two items, speed and accuracy, fall into the quantitative aspect of the customer’s requirements as depicted by the dash lines.  The latter concerns the qualitative aspect of the customer’s requirements.
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Figure 2.5:  Reliability Block Diagram of the System Solution

In terms of the qualitative items, one deals with easing the anxiety of city officials.  The other is helping with resource allocation.  In the former, by having some type of methodology and model to help with the decision making process, city planners could feel somewhat more at ease.  They at least know based on the system, they addressed areas that otherwise may have been over looked by simulation models.  The officials can say with some degree of confidence to their constituents that they reviewed the potential risks of disconnects and have addressed them accordingly based on a system view.  In the latter, the methodology and model helps the officials with resource allocation.  Officials have some type of ranking of potential risks associated with the highway networks.  This allows them to focus on links that would present the severest affect to the network.  They can spend their resources on these areas where as previously they may have been shooting in the dark.  Furthermore, this process helps with the securing of funding from the DHS.  By presenting a formal review of the process with the potential reduction in risk, it makes it clearer to the DHS as to how the city allocates funds.  The city has a perspicacious process that helps them look at the network in terms of the system.  Thus, it makes it easier for the DHS to follow the city’s though process that eventually helps the city to secure DHS funding. That is, the DHS knows, based on the process, the city will spend the taxpayer’s money effectively.
2.1.2  Identification of Needs
The overall problem stems from the two indices.  One is the efficient allocation of resources.  The other is the efficient use of a mathematical model to conduct network analyses.  Hence, addressing these is the next step in the process.  This process is the need analysis.  Blanchard et al gives some examples of questions one may ask during this process [2006].  Table 2.0 lists them.  This list is applicable to the dissertation with some modification to fit confines of this dissertation.  Figure 2.4 illustrates the general concept of the problem statement.  That is, develop a methodology and mathematical model to help with the decision making process.
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1.0 What is required of the system in functional terms?

2.0 What function must the system perform?

3.0 What are the primary functions?

4.0 What are the secondary functions?

5.0 What must be accomplished to alleviate the stated deficiency?

6.0 When must this be accomplished?

7.0 Where is it to be accomplished?

8.0

How many times and at what frequency must this be accomplished?

Question


Table 2.0:  Questions to for the Need Analysis
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Figure 2.4:  Concept of Problem Statement
2.1.2.1  System Function

Looking at these questions from a high-level view, the function of the system is to develop a methodology and mathematical model for determining the k-critical links of a highway network.  The methodology shall be pertinent and reproducible for any highway network.  It can be a small or very large and complex network.  Nevertheless, the process is the same.  The model on the other hand must solve for the k-critical links.  It must also be accurate to an agreed upon threshold.  The threshold is such that by using this model yields an acceptable margin of error with sufficiently less processing time than a simulation model.  The simulation model provides more accurate results.  However, it takes longer to solve. 
2.1.2.2 Function the System must Perform

The methodology is a process when performed helps officials identify and determine the affects disconnects have as a whole on the network.  It helps them to view the network as a system versus entities with respect to their districts.  Equally, the mathematical model helps determine the k-critical links of a network.   It performs the mathematical computations necessary for identifying what links if disconnected would have the most affect on the system.  Collectively, these two items are beneficial to the city officials and taxpayers because it forces officials to become parsimony.  The two items aids the officials, the DM, with the allocation of resources.  
2.1.2.3  Primary Function
The primary function of the system is the development of a mathematical model for determining the k-critical links of a given network, G.  The model helps find what links if disconnected from G would have the biggest influence on G.  The model must also be proficient.  That is, it must be able to determine the k-critical links in a timely manner.  Simulation tools and algorithms that take a great deal of processing time are not suitable for DMs to use.  DMs need information quickly because of the continuous changes to the network.  Our model captures these changes.  It is dynamic and designed as an open architecture.  It is an open architecture because of its flexibility and robustness [Schmidt et al, 2001].  It “allows changes in strategic directions without nullifying earlier engineering deliverables [Gala et al, 1998].”  If the processing time of the model takes long or is limited by the time it takes to set up the model, then DM are not likely to embrace it.  Furthermore, the model must be able to determine the set of links within a defined tolerance most critical to the network.
2.1.2.4  Secondary Function

The secondary function of the system is to provide city officials with a methodology for identifying the k-critical links in order to disperse resources effectively.  The methodology is a systematic process for determining the criticality of links in a highway network.  It illustrates how to arrive at the numeric representations for each link.  Knowing this helps the officials as to how they should allocate resources effectively to minimize the affect of disconnects on the network.  Included in the methodology are suggestions for risk mitigation.  The process demonstrates through sensitivity analysis the trade-offs between one alternative and another.
2.1.2.5  Alleviating Stated Deficiencies
There are two primary deficiencies with the current system of DHS funding to cities.  One is the efficient allocation of funds.  That is, city officials must consider the allocation of funds such that they receive the largest return on their investment.  The other is the modeling of complex systems.  There are simulation tools systems that simulate networks; however, for the purpose of finding the k-critical links, they take a great deal of preparation and processing time.

One of the main objectives for helping with the DMP is the efficient allocation of funds.  Currently there are some problems with this funding process.  City officials need to know, based on their highway network, where to allocate funds for risk mitigation purposes based on disconnects of highway links.  There is a plethora of areas where they could allocate resources.  Chances are however, they would not effectively address the system as a whole.  By not addressing the system, it can lead to a suboptimum performance in every aspect from risk mitigation to effective use of funds.  Incidentally, officials would like to get the most from their resources.  With the increase in network complexity coupled with its continuous growth, it is imperative therefore, that officials have some type of plan that systematically addresses the network.  In the end, this helps with the efficient allocation of resources.
Another objective is to provide some type of efficient, easy to use, mathematical model to determine the k-critical links.  Current simulation models could be slow or cumbersome depending on the complexity of the model, or end up viewing only aspects of the system.  Because of this proposed methodology and model where both are proficient and applicable to the system, it becomes more useful as officials and analyst attempt to model larger and more complex systems.  It is conceivable and recommended that officials and analyst attempt to model SoS in order to understand the overall system where they reside.  For example, a SoS is Dallas and Fort Worth Texas, or Minneapolis and St. Paul Minnesota.  Each is a system, but both make up a lager system.  In short, the methodology and model has many advantages that make it useful for the officials and analysts. 
2.1.2.6  System Time Frame

After the initial function and validation of the methodology and model, individuals will be able to assess their highway network for criticality relatively easily.  Estimations for the complete process are between 480 and 640 staff hours.  Individuals essentially will have a cookbook to follow and a mathematical model as a tool, for helping with the analysis.
2.1.2.7  Location of System
The system process, in this case the methodology and model, is applicable to any major city containing a highway network.  A major city is one with a population of at least 100,000 or more.  It has suburbs that are adjacent to the city making up a metropolitan area.  Furthermore, the city must contain at least two highways within the metropolitan area to makeup the network.  It cannot be a sparse network where the links connect at most two nodes.  Cities with only one major highway, such as Laredo Texas, do not fall into the category of a major metropolitan city.  It does not meet the requirements of having more than one major highway in the city.  Figure 2.5 depicts a sparse network not applicable to this system.  
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Figure 2.5:  Sparse Network

In short, since the solution to the system is a methodology and model, it means that it is quite versatile and mobile.  Individuals can move it from location to location.  That is, since there is no need for extensive resources, it makes the system that more nimble.  The only cost is labor, office space and its utilities, and a personal computer with internet connection.
2.1.2.8  Frequency of System Application

Review of the system must take place at least yearly.  This is because of the continuous changes in the network.  Two of the most noticeable changes include traffic patterns and road construction.  
In the former, the city job market influences traffic patterns.  For example, job growth means more people working and hence more people traveling to the location of the job.  This entails more vehicles on the road.  More vehicles changes what the network looks like and thus affects the overall makeup of the network.  On the flipside, improvement and expansion to city transportation system could alleviate some of the congestion caused by vehicles on the highway.  
In the latter, road construction significantly alters the network.   The traffic flow changes dramatically.  People look for alternative routes to their destination.  In addition, they try different departure times from their home base to obviate peak traffic congestion.  The alternate routes and departure times changes the makeup of the network.  
Therefore, where a link that was not critical in the previous network analysis, could now be critical.  This is because of the changes.  These changes alter the makeup of the network and must address the solution of the system.  That is, the k-critical links change due to the application of the methodology and model to the network.
2.2 Initial Requirements
The need for identifying the k-critical links is evident.  The next step is to define and develop the requirements based on the need.  This part of the SE process is to “prepare a ‘management-related’ plan for providing the necessary guidance for all subsequent program activities [Blanchard et al, 2006 p. 56].”
The overall requirement of the system is to develop a methodology and mathematical model for analyzing the highway networks.  The methodology is a guide that helps the DM with the decision making process.  It is a detail outline of items essential for viewing and understanding the network as a system.  It provides the DM with figures of merit (FOM) for the network.  The FOM includes various costs such as travel-time, and risk related items such as rail and power lines intersecting highway links or the movement of hazardous materials on the links.  The DM can use these FOM to analyze the network for the most beneficial allocation of resources.  On the other hand, the mathematical model is a tool that helps determine the k-critical links.  The model is a by-product of the methodology.  The model finds the k-critical links; however, it is the supplied information from the analyst that makes the model robust.  Table 2.1 lists the top-level requirements.  It also includes a verification process adapted by Bahill et al [2005].A more detail list is available later in the functional analysis section.
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Table 2.1:  Initial Requirements

2.3 System Operational Requirements
We defined the original requirements through inspection of section 2.1.  We now have a basis to move forward with the operational requirements.  The premise of the operational requirements is to delve further into the needs of the customer by examining what the system will do when operating.    Operational requirements address items such as mission definition to the environment the system operates in.  We shall address these requirements applicable to the customer needs.  Again, it is imperative the process continues referring back to the initial top-level requirements.  This ensures designing a system the customer wants and could use.  Table 2.2 is a list of the operational requirements with a brief description.  These are the requirements we address in order to move us into the next phase of the SE process.
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5.0 Utilization Requirements 1.0 Anticipated usage of system

2.0 How is the system to be used by customer
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Table 2.2:  System Operational Requirements
We address each of the requirements to assist in the next phase of the SE process.  Without developing the operational requirements, ludicrous to even attempt developing the maintenance and support items of the system.  Doing so is at best egregious.  In addition, because maintenance and support is further down the design process, to truly embrace the SE process means looking at the LC of the system.  Maintenance and support is a fundamental part of the LC and hence the analyst must adhere to the operational requirements.  This helps to analyst to develop and determine valid and transpicuous maintenance and support criteria.

2.3.1 Mission Definition

The mission definition is primarily to develop a mathematical model to determine the most critical links of a highway network.  The model incorporates the k-critical links based on network flow theory, and the risks associated with geographical interdependencies (GI) of rail and power lines, population, and hazardous material.  GI are interdependencies in proximity to other infrastructures (Name et al, 2001). Changes in one infrastructure could disturb others.  For instance, if a derailment occurs where the rail line transverses the highway link, then both infrastructure are affected.  Trains cannot use the rail lines for obvious reasons.  Equally, the highway links is non-useable because of the derailment.  The derailment shuts down the rail and highway until crews are able to fix them.  Figure 2.6 shows Houston Texas as an example.  The dark bold lines are the rail lines in proximity to the highway network.  The circles are nodes of the network.  Both have numbers for identification purposes.
[image: image12.emf]1 2

3

18

20

13

4

5

7

14

9

15

8

12

11

16

17

10

6

19

24

23

22

21

6A

1 2

3

18

20

13

4

5

7

14

9

15

8

12

11

16

17

10

6

19

24

23

22

21

6A

16

17

18

19

20

21

22

23

24

29

26

27

28

25

16

17

18

19

20

21

22

23

24

29

26

27

28

25


Figure 2.6:  Rail Lines in Proximity to Houston’s Highway Network

The model makes extensive use of the additive utility function based on multi attribute utility theory (MAUT).  The process is straight forward and easy to use.  It is also robust.  The function is a good approximation of the XXX functions (Name et al, year).  Furthermore, the model incorporates Monte Carlo simulation to address some variability in the DMP and weighted averages to provide authority accordingly.  That is, Monte Carlo simulation captures some of the uncertainty in the system based on the judgment of the DMs.  What one DM thinks is important may not be important to the other DM.  On the other hand, the weighted averages yields to the particular DMs held responsible for the decisions.

The secondary mission is to provide a methodology to help with the identification of the k-critical links.  This eventually leads to assistance with resources allocation for HS funding.  The methodology outlines the process of the model and how to apply the results from the model for risk mitigation purposes.  The methodology requires the analyst and a panel of experts to work together with the DM during the process of defining the k-critical links.  The analyst is responsible for leading the meeting and ensuring everyone stays focus.  However, the DMs are ultimately responsible for defining the most critical links.  Moreover, these experts provide their input to the model where the model then uses the data for determining the k-critical links.  When done, the methodology and model provide the DM with a process and tool for defining the most critical links.  The DM could use this information to help with resource allocation.  The next section illustrates an example of the process and how it could help secure DHS funding.  The process is also correlated to resource allocation.
Suppose city officials are considering of requesting funds from the DHS to help with protecting the city’s highway transportation network.  Only so many funds are available from the DHS.  Other municipalities are competing for the same funds.  Hence, having a perspicacious and cogent plan is that much more important for the city.  It increases the likelihood of officials securing funds.  In order for the officials to develop such a plan requires some type of analysis quantifying the request.  This includes demonstrating the process at how the officials arrived at the request.
 We begin with Figure 2.7.  This is a representation of a city’s highway network.  The dash lines surrounding the network are the boundaries.  This is the system in question.  Each node represents a major highway interchange.  The lines connecting the nodes are the links.  Links are the highway lanes going in both directions.  In addition, the network does not include any access or side streets.  Every node and link is part of the highway network.  The importance of securing funds from the DHS stems from distributing the funds efficiently fro risk mitigation purposes.  This is one aspect of securing funds.  The efficient allocation of funds begins with defining and determining the k-critical links of the network.  To do this, city officials determine the risk of each link in the network based on six parameters shown in Figure 2.8.  These are k'-critical links, rail and power lines, hazardous material, population, and bodies of water.  The k prime critical links’ variable is different from the regular k-critical links’.  The former deals with a model based on network flow theory to determine the top 10% most critical links of the network.  The latter is a system’s perspective of the most critical links based on the six parameters.  As previously stated, we make use of the additive utility function.  Because of this, the six items are mutually exclusive.  This allows us to develop our model and analysis more readily.
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Figure 2.8:  Items Affecting the k'-critical links

The first parameter is a model for determining the 10% most critical links.  The model is a heuristic approach in place of simulation.  The model makes extensive use of the maximum flow / minimum cut theory.  The reason for the model is to permit city officials to model larger and more complex systems efficiently.  Simulation, though more precise, has some drawbacks.  We will discuss the model and some of its pros and cons compared to simulation in Section 5.0.  This is referred as the k
The second parameter concerns the proximity of rail lines to the network.  The closer the lines to the network, the greater the risk the line poses to the network.  Refer to the example in the beginning of the section.  Furthermore, it is crucial to note even if the rail line does not physically transverse or run adjacent to the highway, it can still be a GI with respect to the network.  Take for example a derailment where one of the carts carrying chemicals spills.  The chemical is extremely lethal and forces emergency responders (ER) to evacuate people within a two-mile radius from the spill.  The radius happens to be well within reach of a highway network.  It is hence conceivable the ERs will shut down the highway.  A chemical this lethal does exist.  Refer to the derailment that took place in CITY in 2004 (reference).  ERs had to evacuate a two-mile radius.  Therefore, to understand the affect derailments would have on the network, officials employ experts from the ER, rail, and department of transportation (DOT) community to help estimate the affects.  
In the same manner as the rail lines, officials must consider power lines crossing over highways more so than their proximity to the highways.  The risks are not as detrimental for causing disruptions in the highway network; however, if a disruption occurs where the power lines fall over the highway, then emergency crews will have to shut the highway down until the repairs are complete.  Again, city officials would use experts in this field to help them determine the severity of affects down power lines have on the highways.
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