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Detection of Un-modeled Combinational Trojans in
Full-Scan Designs

Fatih Kocan, Daniel G. Saab, and Jacob Abraham, Fellow, IEEE.

Abstract—The fabrication of Integrated Circuits (IC) is in-
creasingly outsourced for manufacturing. In order to fabricate
an IC, design layout details has to be disclosed to the manu-
facturing facility. This raises the concern of potential caused by
manipulation of the hardware and the insertion of extra circuitry
(Trojans) into the design. In this paper, we present a process for
detecting Trojans in manufactured full-scan ICs. The approach is
based on applying scan functions to construct the manufactured
circuit connectivity and its embedded functions. The constructed
connectivity is compared to the intended design structure to
detect Trojans. The functions of the manufactured design are
constructed using the discovered connectivity and the scan chain
functions. Any Trojan that is not detected during the connectivity
check is detected by measuring deviation in the logical behavior
of the manufactured functions using function enumeration. We
show experimentally that using the proposed approach we were
able to detect 100% of randomly injected Trojans in ISCAS89
benchmarks and AES encryption chip.

Index Terms—Trojan Detection, Security, Scan-Design, VLSI
Design and Verification.

I. INTRODUCTION

Driven by cheaper fabrication facilities around the world,
hardware manufacturers are increasingly outsourcing the fabri-
cation of their ICs. The reduction in the fabrication cost comes
at the expense of reduction in security, and the potential loss of
intellectual property. This is due to the fact that manufacturers
require complete design layout detail for IC fabrication. With
access to the design layout details, it is possible that a design
can be modified for sinister purposes. These modifications, or
Trojans, can cause tremendous damages if not detected by a
rigorous process before releasing the manufactured devices.
In fact, Trojans are very hard to detect because they are
mostly dormant and are triggered by rare events. A triggered
Trojan can modify the circuit behavior by enabling extra
functions, disabling some functions, or by modifying existing
circuit functions. These modifications may cause catastrophic
consequences to the ICs and the system that uses them as
shown in [17]. For these reasons, hardware Trojans are the
cause of great concern in the defense industry [2], [5] as well
as in commercial industry. The major cause of this concern
is because Trojans are not detected easily by manufacturing
test methods. Current test methods do not even consider
Trojans. Recently, methods for detecting and protecting against
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Trojans have been investigated. These include destructive
reverse engineering Power/Electromagnetic circuit signature
[4], security tagging [3], and unclonable design functions [7].
An analysis of trojan detection based on frequency analysis
is preseneted in [6]. Destructive reverse engineering involves
stripping all layers of the design and using the extracted layers
to reconstruct/re-engineer the manufactured circuit to check
for Trojans. This process cannot be performed on every chip
and some Trojans that are injected into an untested chip will
escape detection. In [4] the authors construct IC fingerprints
using power, temperature, and electromagnetic profiles and
they show experimentally that large Trojans cause detectable
deviation in the profile the make up the IC fingerprints. To
make the technique detect small Trojans requires modifications
to the IC design process.

Chip integrity and security was not addressed in the original
scan design. With trend of implementing encryption algo-
rithms in hardware [20], [18] security is becoming an issue
not only for cryptochips but also for general design [13],
[21], [23], [19]. In [1], it was shown that scan chain can
be used to attack Data Encryption Standard cryptochip by
retrieving secret keys and compromising chip security. As a
result, techniques have been proposed to address this issue and
make the scan chain more secure [11], [14], [15], [16].

In this article, we propose a process and relevant algorithms
to detect primarily small combinational Trojans in full-scan
circuits. The process can be applied to a secured or unsecured
scan design. To our knowledge, it is the first effective Trojan
detection technique that does not require any modifications to
the IC design process, and can be applied to all ICs uniformly.
The process precomputes test patterns using an ATPG for
every input-gate-output functional dependencies and also test
patterns to verify the connectivity of state elements. During
detection phase, first, the process applies these dependency
verification tests to the manufactured circuit to verify that the
dependencies hold as expected. Any broken/added dependency
implies detection of a Trojan. If no Trojan is detected in
the first step, then the process applies a randomized adaptive
dependency verification phase. If no Trojan is detected in the
second step as well, then function enumeration step is invoked
to detect a Trojan or declare that the circuit is Trojan-free.

The rest of this paper is organized as follows. Section II
gives an overview of Trojan circuit concept, full-scan design
architecture, and functional dependencies between the nets in
a circuit. Section III describes the proposed Trojan detection
approaches. To assess the quality of the process, we need to
inject Trojans into benchmark circuits. Section IV presents
heuristics to inject possible hard-to-detect Trojans. In Sec-
tion Vthe performance of the proposed process is quantified by
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injecting random Trojans into ISCAS89 benchmarks and AES
design. Finally, we draw conclusions and give future directions
in Section VI

II. BACKGROUND

A. Trojan Circuits

Trojans can either be inserted in the circuit in the form
of an extra added circuitry or by removing very small part
from the circuit. In both cases, the behavior of the circuit is
altered in a way that is hard to detect by inspection, during
the testing process, and during normal circuit operation. In
these cases, Trojans do not modify directly the primary inputs
or outputs in shapes or forms. In fact, Trojans modify the
behavior of internal circuit nodes in a way that the behavior
of the circuit outputs is the same for most inputs (single or
sequence of inputs). The behavior deviation is achieved by a
triggering mechanism which wakes up the Trojan. The trigger
is a combinations of signals which forms a condition before
the trigger begins to alter the circuit behavior and cause errors
at intermediate nodes and eventually at the primary circuit
output.

Figure 1 shows a Trojan model. In this figure, line L is
modified by adding a modification circuit which takes as inputs
L and a set of activation signals and generate L*. L* is the
Trojan signals which replaces L. L* takes the logical value
of L until some logical values are detected on the activation
signals. In this case, the logical behavior of L* will start to
deviate from its normal expected causing errors in the circuits.
The deviation may start immediately after the combination is
detected or may start after some number of clock cycles. We
will refer to the first type as combinational Trojans and the
second type as sequential Trojans. To make the Trojan hard to
detect, the logical combinations of signals must appear rarely
during normal circuit operation, and an error on line L must be
very difficult to observe on a primary output. Note that L may
be more than one line and the activation signals may involve
one or more circuit clocks in addition to other nodes. In this
paper, we consider combinational Trojans. Other Trojans that
involves finite-state machines or those that generate controlled
glitches are not the subject of this paper.

® Circuit
@
[ ‘ L /—J L*
Inputs emmE e
\ X \ Outputs
r/ \,_ o N
- e Troian | N
Activation P, 'fOJ . : o
] —® | circui
signas | |

Figure 1. Trojan circuit model

Example 1: Consider c17 in Fig. 2(a), it shows a Trojan
free combinational circuit with five inputs, (g1, g2, 93, 96> 97)s
and two outputs (g22, g23). The Trojan free functions are:

2
922 g1-93+92- (95 + J6) (D
923 = (97 +92)(73 + ) (2)
G G10 G22
GL%
G6 C11 e o> d

G7.

(b) Circuit with inserted Trojan 1

(c) Circuit with inserted Trojan 2

(d) Circuit with inserted Trojan 3

Figure 2. Circuit c17

We inject three Trojan circuits to c17 as in Fig. 2(b), (c), and
(d). All these structurally identical three Trojans modify the
behavior of line g7. The table below tabulates g5 function and
modified gs3 for these three Trojans.
Fig. 2 97 923
(b) 97 +92-910°93 | 919396 + (92 + g7) (95 + 96)
©) g7 +92 93 ge 92 - 93 - g6 + (92 + g7) (93 + g6)
(d) 97 +92 - 910 - ge (92 + g7) (95 + 96)

The Trojan in Fig. 2(b) modifies g23 and makes it dependent
on g1 in addition to existing dependencies. The one in Fig. 2(c)
modifies go3 but does not create new dependencies. Finally,
the Trojan in Fig. 2(d) is redundant, and would not affect the
logical behavior of the circuit but it may affect circuit timing.

B. Full Scan-Based Design

Manufacturing testing of sequential circuits requires gener-
ation of test pattern sequences and the application of these
sequences to manufactured circuits [12]. Testing of sequential
circuits is much complex and time consuming than testing
of combinational circuits. This added complexity is due to
the state elements (flip-flops) found in sequential circuits.
Full-scan-based design methodology allows direct read/write
access to the state elements during testing mode of operation,
thereby reducing the sequential circuit testing complexity
to the combinational circuit testing. The scan architecture
requires additional Input/Output Pins and a circuitry which
provides a mechanism for the circuit to switch between test
and normal modes. During test mode, internal Flip-Flops of
the design form into a shift register (i.e., scan-chain register),
and the content of each flip-flop in the shift register can be
read/written with shift operations.

Figure 3 shows a full-scan sequential circuit. In this
figure, the set of primary inputs (outputs) is {ig, 41,142,193}
({Zy}) while the set of present state lines (next state lines) is

Page 2 of 10
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Figure 3. ISCAS89 s27 benchmark circuit.

{vo,y1,y3} {Yy, Y7, Y5 }). The three Flip-Flops forms a shift
register. In normal mode (mode = 0), Y1 = Y7*, Yo = Y5", and
Y; = Y5 In test mode (mode = 1), Yy = scanin, Y1 = yo,
Y>; = y1 and scanout = yo. Using the scanin pin, a test
vector is scanned into the shift-register by setting mode to 1
and clocking the shift-register using the system clock. After a
test vector is fully scanned in, the Flip-Flops are configured
to be in normal mode for one clock cycle. At the end of the
normal clock cycle, the Flip-Flops loads the normal system
response. At this point, the Flip-Flops are again configured
into a shift-register to scan-out the stored normal response and
concurrently scanning in the next test vector. This process is
repeated for all test vectors.

C. Functional Dependencies among the Interconnects

A gate-level design consists of gates and interconnects, i.e.,
nets. Topology of a design creates structural and/or func-
tional dependencies between the interconnects. A functional
dependency implies a structural dependency but a structural
dependency may not imply a functional dependency. Multi-
level multi-output circuit optimization approaches may create
non-functional structural dependencies. Considering a basic
gate, the gate’s output functionally depends on all of its inputs.
Formally, functional dependency is defined as follows.

Definition 1: A function f functionally depends on variable
y if there exists an input combination such that f is equal to
y (@)

Example 2: In s27 in Fig. 3, the Boolean functions for the
primary output (Z) and the three pseudo primary outputs (Yj,
Y1, and Y5) are:

Zo = (y2+is+i1) (Wo+io) +u 3)
Yo = i (ivisyz + iovo) (4)
Vi = o (i +iz+yi +y2) (5)
Yo = i2(i1+y2) (6)

From these Boolean functions, we build a dependency ma-
trix between the (pseudo) outputs and (pseudo) inputs below.
Between an output and an input there can be either functional
dependency (f), structural dependency (s) or no dependency
(-). We note that Y; structurally but not functionally depends
on Yyo.
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lio @n iy i3 |wo vy
Zo | f fF - FF F f
Yol f f - f | F f
o f fr - fls ff
Yo - f f !

Dependencies provide partial specification of a circuit.
Complete specification requires also the conditions when these
dependencies must hold. The conditions can be extracted from
the Boolean expressions. For example, Y5 depends on ¢; when
io = 0, y2 = 0, and other (pseudo) inputs’ values are
don’t care, i.e., Yo = {i10zzaxz0}. We verify the dependency
between iy and Y, by applying a pair of input patterns that
would create a transition at Y5. Application of 00zzxx0
and 10zzzz0 in any order creates a transition: 00xxxz0 —
10z2220 = 0 — 1 or 10zzx2z20 — 00zx220 = 1 — 0.

Definition 2: Assume that b functionally depends on a, and

let T;,_; be the complete set of input patterns that establish this
dependency. This dependency is completely (partially) verified
iff a transition is observed at b for every pair (some pairs) of
input patterns in Tp_p.
We can generalize the dependency analysis and define func-
tional dependencies between the sequences of functionally
dependent nets. For example, we can create a functional
dependency matrix or a graph for (1) all pairs of nets and
outputs, (2) all pairs of nets, or (3) all triples of transtitively
functionally dependent nets.

Let ng — ny — ny — ng ... — ng_1 — Ny be a sequence
of structurally dependent nets where ng is a primary input and
ny is a primary output. Note that n; and n;4; do not have to be
adjacent nets. This net sequence is functionally dependent iff
there exists an input pattern pair that would create a transition
on the nets in this sequence. If there is no input pairs creating
a transition, then this sequence is a false sequence. Note that
if the sequence is a path from an input to an output, it would
be called false path.

Definition 3: A sequence nyg — n; — Ng — N3... —
nk_1 — ny is completely (partially) verified iff a transition is
observed at nj, for every pair (some pairs) of input patterns in
ﬂ;:ll Ti—>i+1-

Example 3: The following dependency matrix shows the
functional dependencies between primary inputs and outputs,
and all the nets in c17 in Fig. 2(a).

1 2 3 6 7 10 11 16 19

I 7 ;

I .F

3 |- - - . . F F f f

6 |- - - - . . f f f

7 ) ) ) .f

21 f f f r r f -

23 ffr fr fr - f f f
922 = g2-(G3+76) + 9193 @)
916 = G2t93-9s ®
922 = g6+ 9193 &)
g23 = g6+ 9793 g6 (10
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We can verify the dependencies between all possible input-
net-output triples. As an example, to verify the functional
dependency of g3 — g16 — g22, We need to apply a pair of test
patterns that would create a transition at g3, pass through g6
and be observed at goo. The test set to create such a transition
iS T‘J3_’916_’g22 = Tg3—>916 N T(IIG_’922 = {01931x}’ WhCI’C
Tys—gie = {xlgslz}, and Ty, _g,, = {Ozzaz, x20z2}.

III. TROJAN DETECTION APPROACHES

In this section, we presents methods to verify the functional
correctness of a manufactured design. We assume that a
description of the golden design (the design which is to be
fabricated) is available, which consists of the input/output
as well as the internal design detail. In addition, we have a
manufactured design in which only the input/output behavior
is available and it may be a Trojan-contaminated design. With
these assumptions, our approach consists of three heuristics
and one deterministic steps: (1) scan-register and state ver-
ification, (2) design and manufacturing test verification, (3)
functional dependency verification, (4) random verification,
and (5) complete functional verification. Any one of these
steps may detect the Trojan, if there is one, and terminate
the verification process. In this work, we develop techniques
and algorithms for steps 1, 3 and 4 since the test sets for step
2 would be generated with existing algorithms and step 5 is
merely exhaustive function enumeration. In order to declare
that the manufactured IC is Trojan free, we must enumerate
all min-terms of the design. Note that steps 2 —5 must be tried
after step 1.

A. Verification of State Elements (Flip-Flops) and Scan Cir-
cuitry

The scan chain consists of a shift register where each flip-
flop corresponds to a state variables. The flip-flop can store
a logic ’0’ and a logic ’1’ and the combination stored in the
scan chain can be shifted and observed one each clock cycle
at the scan out. To compute the number of flip-flops are in
the chain, we shift a logic ’1’ followed by a large number n
of 0’ (n is larger than the number of flip-flops in the chain).
Concurrently while shifting into the scan, we observe the scan
out and record the clock cycle when the last 1’ is observed
at the scan-out line. We are shifting one ’1’ followed by n
zeros into the scan chain. Thus, at clock cycle K in which
the last 1’ appears indicates the size of the scan chain. Each
flip-flop is given a identification number between 1 and K.
These numbers are used to identify variables corresponding to
present-states y;’s and next-states Y;’s.

Consider the circuit shown in Figure 3 and assume the
initial state of flip-flops (yo, y1, y2) is *(101)’ as shown in the
table below. A sequence of 0000001 is serially shifted into the
scan one bit/clock. The sequence observed at the scan-out at
each clock is 1011000. During the 3th clock, the last logic '1’
is observed at the scan out line. This indicates that the length
of the scan chain for this circuit is 3 flip-flops. If a Trojan
changes the scan-chain in a way that increases or decreases
the number of state elements, then it will be detected. If the

4

Design Description sent to the manufacturer Delivered IC

a
MANUFACTURING p——
c

This above test set detects alsingle stuck-at faults in
the design sent to the manufacturer.

This test when applied to the manufactured design does not detect the
Trojan that was inserted during the manufacturing process

Manufactured design with an inserted Trojan

Figure 4. A Trojan that escapes stuck-at tests

scan-chain is re-arranged, then it may not be detected in this
step but it will be detected in the steps that follow.

scanin | y2 Y1 Yo | scanout | clockcycle
1 1 0 1 1 0
0 1 1 0 0 1
0 0 1 1 1 2
0 0 0 1 1 3
0 0 0 0 0 4
0 0 0 0 0 5
0 0 0 0 0 6

B. Verification of Manufacturing and Design Tests

Test sets are generated to verify a design and also to detect
manufacturing defects in a manufactured circuit. We can use
these test sets to detect a Trojan as follows. We simulate all
the test patterns and store the correct responses. During Trojan
detection, we apply these tests to the manufactured circuit
and compare produced responses with the stored responses. If
any mismatch occurs, the circuit is either defective or Trojan
contaminated. In any case, the chip is discarded.

Trojans may escape manufacturing and design verification
tests (step 2) such as stuck-at test, delay test set etc. Figure 4
shows a design which is to be sent to a manufacturing plant.
In fact, these test, at best, they can detect deleted dependency
but can not reveal added Trojan dependencies. The test set
which detects all stuck-at faults in the sent design is shown in
the table below. During the manufacturing process, a simple
Trojan circuit, as shown, is inserted in the design and delivered
as part of the the final packaged IC design. Note, this Trojan
is not detected by the test set. The activation signal values (00)
on (ab) are not part of the test set. This Trojan will escape
the testing process. In fact, for every test set one can find a
Trojan circuit that can be inserted in the design that the test
will not activate. This is especially, easy to achieve, when
minimal test sets are used. In general, test methods do not do
exhaustively enumerate all possible input combinations. That
is why a Trojan that is activated by a pattern that is not part of
the test sequence will escape detection. In fact, for every test
pattern there is a set of Trojans that will escape the testing
process. This is why one needs a new methods that aim at
detecting Trojans.

Page 4 of 10
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Figure 5. Paths from input I to output O via net N

C. Verification of Functional Dependencies

In an effort to detect a Trojan before costly function
enumeration step, we develop a detection method based on
verification of functional dependencies between the nets in a
gate-level design. We generate test set to verify if functional
dependencies hold in the manufactured circuit. Algorithm 1
finds a test pattern pair to verify functional dependency be-
tween every primary input, net, and primary output triples. The
algorithm can be generalized to find functional dependency
test set for any sequence of nets. Nevertheless, as we increase
the sequence length, this process may reduce to full function
enumeration. Therefore, we limit our sequences to triples.

Algorithm 1 proceeds as follows. First, for each gate g, it
finds the set of primary inputs on which g functionally depends
(ID(g)), and the set of primary outputs that functionally
depend on g (OD(g)). Second, for each input, gate and
output triples, it calls ATPG to find a test pair to be used for
dependency verification. A test pair may capture additional
dependencies. Last, the algorithm adds the newly detected
triples to the set of detected triples.

The method uses ATPG techniques to find a pair of test
patterns to propagate a transition. The problem of finding a
transition test pair can be reduced to the finding a test for
multiple-stuck-at faults. We use Fig. 5 to illustrate ATPG-
based test pair finding. Let I, NV, and O be an input, a net, and
an output, respectively. To propagate a transition from I to O
via IN, we assume that there is a combination of stuck-at-0/1
faults at nets I, IV, and O that can be detected by a pair of
tests. The number of stuck-at faults combinations is 8. Some
of these combinations of faults may not be detectable by a
pair of tests.

Example 4: The input set and the output set of gig are
ID(g16) = {92,93,96} and OD(g16) = {922,923}, respec-
tively. From example 3, the test set that reveals the functional
dependency among g3, gi6, and geo is {01lgslx}. Assume
that ATPG returns {01010,01111} as the two test patterns.
Application of 01010 — 01111 would create a transition along
two paths: (1) g3 — g11 — g16 — g23 and (2) g3 — g11 —
gi6 — g2o. The test pair detects the dependencies among
g3, gi6 and g22 also detects {gg,gll,ggg}, {937911,923}, and
{93, 916, go3 }. Therefore, we mark them as detected and don’t
invoke ATPG to find test pairs for them.

D. Randomized Adaptive Verification

In this section, we devise a randomized adaptive verification
algorithm to detect a Trojan. The randomized algorithm works
as follows. It applies a random pattern (¢g) to initialize the cir-
cuit under Trojan detection. After that, it searches for a random
pattern (¢;, 1 <7 < 4) such that application of {5 — ¢; would
cause a transition in at least 10% of the primary outputs. If
none of the four pairs in {tq — 1, to — t2tg — t3, to — t4}

Transactions on Design Automation of Electronic Systems

Algorithm 1 Dependency identification and test set generation
Require: Gate-level circuit G
ID(i) < {i} for every input ¢
for | = 2; | < maxlevel; l + + do
for each gate g at level | do
1D(g) — U, ID(f), f € Fanin(g)

end for
end for
OD(i) « {i} for every output ¢
for | = maxlevel —1; 1 > 1; 1 — — do

for each gate g at level [ do
OD(g) < U; OD(f), f € Fanout(g)
end for
end for
for each gate g g € G do
for each input i € ID(g) do
for each ouput 0 € OD(g) do
if {4, 9,0} ¢ Detected then
find a pair of input patterns using ATPG
compute the set of detected dependencies (D D)
Detected < Detected U DD
end if
end for
end for
end for

Algorithm 2 Dependency verification with a test set

for each (input 4, net n, output o) triples do
for each (t;,t;) test pair in TestSet(, n, 0) do
POs(t;) «— apply_input(t;)
POs(t;) «— apply_input(t;)
if 3 a transition at output m and ¢ ¢ ID(F,,) then
return Trojan Detected
end if
if No transition at output o then
return Trojan Detected
end if
end for
end for

causes at least 10% transitions at the primary outputs, then test
t; causing the maximum number of transitions is selected.
After the selection of %;, the primary input values in ¢;
are flipped one by one to derive new patterns. Let ¢;; be
the derived pattern obtained by flipping the k" input in ¢;.
Each derived t; ; is applied to the circuit one after another:
ti — ti,O — ti,l — ti72 — ... ti,n—l, where n is
the number of inputs. If any two consecutive pair of test
patterns deterministically derived from ¢; creates a transition
in an output (i.e., a dependency is detected), then we gain
from t; therefore we set gain to TRUE to reward the
search. Otherwise, gain is false for the random pattern t;.
Moreover, the algorithm detects a Trojan if upon changing
the k' input we observe a transition at output o; and o;
does not functionally depend on input k& in the golden design
(D(F,) # ID(F,)). At the end of flipping all input values, if
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gain is set to TRU E, the algorithm continues flipping input
bits of the last pattern (¢; ,,—1) starting from the first input.

Algorithm 3 Randomized adaptive dependency verification
Require: Iter_Limit
iter «— 0
to < Generate_Random_Pattern()
while iter < Iter_Limit do
fori—1;7<b5;i«<— 7+ 1do
t; — Generate_Random_Input()
POs(ty) < apply_input(to)
POs(t;) — apply_input(t;)
dif f(i) < Number of transitions at POs
end for
t is the ¢; that yields maximum dif f.
gain «— TRUE; Ggain «— FALSFE
while gain do
gain — FALSE
POs(t) « apply_input(t)
for k — 0; k < |PIs|; k+ + do
t — flipbit(t, k)
POs(ty) < apply_input(ty)
dif f <« Number of transitions at POs
if diff > 0 then
gain «— TRUE
end if
if 3 a transitioning output n s.t. k ¢ ID(F,,) then
Return Trojan Detected
end if
end for
if gain then
Ggain — TRUFE
end if
end while
if Ggain then
iter — 0
else
iter «— iter + 1
end if
end while
Return No Trojan Detected;

If the last random pattern ¢; sets gain to TRUFE, the
Global gain (Ggain) flag is set to TRUE as well. If during
a single iteration no dependency is detected, then the search
is terminated and a new random test pattern is generated. The
random test generation is repeated Iter_Limit and is rewarded
if any gain is recorded in the previous iteration. The process
terminates and return no detected Trojans when Ifer_Limit
consecutively generated random patterns does not cause any
gain. In this work, Iter_Limit is set to 10000.

We conclude this section with a remark. An alternative
random verification approach would be the following. After
generation of a random pattern, we can apply this random
pattern to the manufactured circuit and also to the software-
model of the golden design. After that, we can simply compare
the logic values computed by the simulation and the chip. If

6

there is any mismatch, we detect the Trojan. However, this
alternative implementation requires costly software simulation
algorithm for every random test pattern. Our procedure,3,
does not require the simulation of the software model for
every test pattern. Our proposed approach detects Trojans
using mismatch in the precomputed functional input-output
dependencies.

E. Function Enumeration

At this point, we have checked that, for every function,
its dependent design inputs are implemented. This does not
guarantee that Trojans are not in the design. In fact, the
design may still contain Trojans that cause some manufactured
functions behavior to deviate from the behavior of the designed
ones. To detect these type of Trojans, we have to compute
the manufactured functions. The function computation is a
process that enumerates the input combinations of the function
supporting variables and implying those combinations in the
manufactured circuit, using the scan functions, to deduce
the logical behavior of the output functions. This process
is computationally expensive and can only be performed on
function with a limited number of inputs. In our case, we
generated complete logical behavior for circuits which have
functions with less than 32 inputs. In addition, those functions
were generated and compared to the designed ones and were
not stored. For functions with large number of supporting
inputs, the combinations are randomly generated in way that
increases the likelihood of Trojan detection.

IV. TROJAN INSERTION METHOD FOR EXPERIMENTATION

We assess the quality of our proposed Trojan detection
approaches by injecting random combinational Trojans into the
benchmark circuits and reporting the detection ratio. Instead
of pure random injection, we use some heuristics that would
make a Trojan hard-to-detect. The heuristics guide the selec-
tion of Trojan inputs (Trojan activation signals) and Trojan
output injection line (Trojan signal).

A. Activation Signal Selection

A d-input Trojan circuit f(ni,ns,...,nq) must escape the
majority of functional patterns so that it becomes a hard-to-
detect circuit. Thus, there should be only a small number of
functional patterns that would rarely activate the Trojan circuit
and cause erroneous outputs due to its activation. A Trojan
circuit is hard-to-detect if (1) it rarely modifies the behavior
of the Trojan signal (i.e., injected line) and (2) the modified
behavior is rarely observed at any outputs. Assuming that a
Trojan circuit f is active (inactive) when f = 1 (f = 0), rare
activation of f occurs if (i) there is only one input combination
that sets f to 1 and (ii) this particular input combination
occurs rarely. In order to find the rarely occurring input
combination, we simulate the Trojan-to-be-injected circuit
with a set of (possibly randomly generated) input patterns
and count the frequency of every input combination on some
selected set of d-tuple nets separately. The lowest frequency
input combination at a d-tuple net set indicates that this
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input combination is a rarely occurring candidate combination
(for the simulated patterns) and its respective nets should be
connected to the inputs of the Trojan circuit. Hence, the rare
input combination is the only min-term of the Trojan circuit. In
addition to frequency of input combinations at d-tuple nets, we
need to keep track of the patterns that set these combinations.
The patterns sets would be used in the selection of a Trojan
signal. The proposed Trojan signal selection method follows a
formalization of the aforementioned activation signal selection
method.

Let vy ...vg be an input combination, gi,...,gq be a d-
tuple net set, f/1'2"4 ~be the frequency of observing g =
v1Nga = V2 A...ANgq = vg Where g; is the ith net in the target
circuit and v; is its logic value, and T' (g1 = v1 ,..., g4 = Va)
be the set of patterns that sets g = v1 A...Agq = vq. Also, let
F(s) = {{97: = 01,05 = V2, ..., 9k = Va} | folgz e, =S¢
We explain this notation with an example below.

Example 5: Exhaustive simulation c¢l17 in Fig. 6
results in the following lowest frequencies for d = 2:
f%),w = 2, f%),ls) = 2, 21%2 = 2 and f%,% = 3

Thus, F(2) = {{g10=0,916 =0}, {g10 = 0,919 =0},
{gg = 1,922 = 0}} and F(3) = {{910 = 0,923 = 1}} AISO,
T(glO = O,glg = 0) = {111037}, T(glo = 0,919 = O) =
{1]}101}, T (gg = 1,922 = 0) = {01113}}, and
T (g10 =0,g23 =1) = {1110z, 12101}. Based on these
results, we pick one element from F'(2) as the set of activation
signals for the Trojan circuit. However, the decision is not
final and in some situations we may need to change our
decision and try another activation signal set. We discuss this
in Section I'V-B.

It is impractical to compute the frequencies for every possible
activation signal set, especially for the large values of d. A

N .
g | entries
per a simulated pattern with a straightforward algorithm. We
can avoid this costly computation as follows. First, we simulate
the circuit for all patterns to collect frequencies of all nets for
d = 1. We identify the K lowest frequency signal set, say
K <100. Second, we re-simulate the circuit with all patterns
and collect frequencies of activation signal sets that involve
only the selected K nets.

circuit with N nets requires an update of 27 -

B. Trojan Signal Selection

After computing activation signal sets, we identify potential
nets to inject the Trojan. The nets with high observability
values indicate that it is hard to propagate the logic value on
this net to any outputs. Hard propagation implies rare detection
of a rarely activated Trojan circuit and rare propagation of
Trojan effect. The Trojan circuit may modify the behavior of
an injected net L in three ways as shown in Table I. Each
Trojan effect is valid provided that the condition is satisfied.
In this table, T'(e) is the set of functional patterns that activate
the Trojan and T'(L = 4) is the set of patterns that set L to
1. The conditions guarantees that there is at least one pattern
that would activate the Trojan and cause inversion of the logic
value at L. In case, the selection of activation signal set e does
not satisfy the condition for the desired effect, we can either
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Table 1
TROJAN’S EFFECT

Trojan (1) | L | Effect | Condition | Implementation |
0 x | L*=1L - -
1 x| L*=1|T(NT(L=0)#¢ | L*=7VL
1 x | L*=0 | T(NT(L=1)#¢ | L*=7AL
1 x | L*=1 T(e) # ¢ L*=7®L
@ 29 313) 420)
220 63(1)
3

4,4(0)
o

o
G7 413

C0,C1(0B)

Figure 6. Observability and controllability values for c17

pick the next lowest frequency signal set or change the Trojan
signal to a net with the next largest observability value.

Example 6: We compute 0- and 1-controllability (C'0, C'1)
and observability (OB) values for c¢17 in Fig. 6. We compute
these testability measures using Goldstein’s method [24] with
two minor modifications: (1) We add the number of fan-outs at
a stem to both of its controllability values if the number of fan-
outs is at least two, and (2) Cost of a gate is assumed to be zero
in the calculation of controllability and observability. With
this method, we found that G7 has the highest observability
value, and T(g7 = 1) = {zzzzl} and T(g; = 0) =
{zxxzx0}. For activation signal set e = {g10 = 0, g16 = 0},
Te)NT(gr = 1) = {1110z} N {zzzzl} = {11101},
T(e) N T(gr = 0) = {11102} N {azza0} = {11100}.
However, for L = g1 e = {g2 = 1,920 =0}, T(e) N T(g1 =
1) = {0111z} N {lzzzx} = ¢. Therefore, for this case, it is
impossible to achieve L* = 0 effect since the corresponding
condition does not hold.

V. EXPERIMENTAL RESULTS

The procedure outlined in the previous sections was imple-
mented in a computer program. The input data to the program
is in the form of a Verilog file. We evaluated the procedure
using some of the ISCAS’89 benchmark circuits [9] and an
implementation of an AES encryption chip [10].

The first step in the process is the state verifications. In
this step, the algorithm verify that the manufactured circuit
has the same number of states in the scan chain as in the
original design. Table II shows the state verification results.
Each row in this table shows the number of Flip-Flops (FF),
the number of gates (Gates), the number of input (In), and
the number of output (Out) in the original design. The rest of
the row shows the number of shifts applied (# Shifts) to the
manufactured design and the number of state found identified
in the manufactured design. As a result of this procedure, the
position of each state identified in the scan register is revealed.
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Table 11
STATE VERIFICATION

Circuit FF Gates In Out | Shifts Yi
$298 14 119 3 6 3000 14
s344 15 160 9 11 3000 15
$349 15 161 9 11 3000 15
$382 21 158 3 6 3000 21
$386 6 159 7 7 3000 6
s400 21 163 4 6 3000 21
s420 16 218 18 1 3000 16
sd44 21 181 3 6 3000 21
s510 6 211 19 7 3000 6
$526n 21 194 3 6 3000 21
$526 21 193 3 6 3000 21
5641 19 379 35 24 3000 19
s713 19 393 35 23 3000 19
$820 5 289 18 19 3000 5
s832 5 287 18 19 3000 5
$953 29 395 16 23 3000 29
s1196 18 529 14 14 3000 18
s1238 18 508 14 14 3000 18
s1488 6 653 8 19 3000 6
$1494 6 647 8 19 3000 6
$5378 179 2779 35 49 3000 179
$9234 211 5597 36 39 3000 211

$35932 | 1728 16065 35 320 | 3000 | 1728
AES 533 68805 261 130 | 3000 533

We performed 3000 shifts for each circuit. In general, we
may want to perform more shift to reduce uncertainties in
the number and position of state variables.

The second step in the process is the verification of func-
tional dependencies. For this, we use Alg. 2 to identify the
functional dependencies and generate test pairs for them. Table
IIT shows the total number of dependencies for ISCAS’89
benchmarks and AES circuit. The table also reports the CPU
time needed for this computation. In this table, we see that
$298 contains 86 structural dependencies and 83 functional
ones. This means that we generated a total of 83 pairs of tests
one for each dependency. The CPU time needed to compute
the information for the AES is large. In this circuit, there is
a large number of hard to test faults. Each of these faults
is targeted by ATPG and no fault simulation was performed.
In addition, we have to supply a very large backtrack limit
because we do not want any fault to be dropped. A Dropped
fault causes ambiguity in the functional dependency generation
which makes the Trojan detection procedure unreliable.

Table III shows the result of running the detection process
that includes application of dependency verification test set
(Algo. 2) and randomized adaptive verification (Algo. 3). To
evaluate the effectiveness of this process, we inject in each
circuit a total of 16 Trojans using the approach in Section
IV. Thus, we run the Trojan detection process 16 times for
each circuit. In this experiment, an inserted Trojan is small
and consists of no more than two activation signals. As a
result, the size of the injected Trojans is no more than three
gates. The pairs of signals, forming the activation condition,
are chosen in a way that the condition rarely appears. The rare
conditions are determine by simulating each circuit by large
number of random inputs (200000) and the pairs of patterns
that appears the least on corresponding nodes are chosen.
Based on this patterns, the function of Trojan is decided. A
line with low observability [12] is selected to be modified
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Table III
FUNCTIONAL DEPENDENCIES

Dependency Matrix

ckt Structural ~ Functional CPU

$298 86 83 .003s

s344 121 121 .007s

$349 121 121 .005s

$382 175 172 .008s

$386 129 129 .009s

s400 175 172 .008s

s420 186 186 .014s

s444 175 172 .010s

s510 103 103 .010s

$526 167 164 .009s

$526n 167 164 .010s

s641 500 500 .054s

s713 486 486 .087s

$820 213 213 .025s

$832 213 213 .027s

s1196 387 375 .070s

s1238 387 375 .067s

$1488 266 266 .068s

$1494 266 266 .068s

$5379 2313 2233 4.031s

$9234 3260 2861 41.181

$35932 7595 7339 1m23

AES 7860 7860 5h20m44

Table IV
DETECTION USING DetectionProcess
Detected

ckt Assert  Generate | Undetected CPU
$298 6 9 1 128.01s
s344 8 6 1 1.52s
$349 4 11 2 2.43s
$382 7 8 1 204.80s
s386 10 4 2 2.62s
s400 12 2 2 203.55s
s420 10 6 0 277.76s
s444 15 1 0 232.80s
s510 3 13 0 2.52s
$526 7 8 1 240.96s
$526n 7 8 1 241.68s
s641 5 11 0 698.56s
s713 6 6 4 697.56s
$820 3 13 0 123.77s
$832 4 12 0 300.32s
s1196 1 15 0 18.07s
s1238 2 12 2 21.66s
$1488 1 15 0 24.96s
s1494 2 14 0 25.63s
$5379 3 11 2 12219.84s
$9234 1 13 2 28135.50
$35932 14 1 1 3d4h
AES 5 6 5 7d7h

by the condition. The table III shows the number of Trojans
detected during the dependency verification process and during
the randomized adaptive process. The CPU time required by
the dependency verification process is much less than the
randomized process. For this reason, the detection of Trojans
in circuits consisting of functions with sparse dependencies
is most likely accomplished in the latter process. For circuit
with dense input-output dependencies, Trojans are most likely
detected by the former process. Also, we should note that the
CPU time is for running the process 16 times. This means that
for a single run, the program requires % of the reported CPU
time.

The Trojans undetected by the above procedure can only
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Table V
DETECTION USING FUNCTION ENUMERATION

ckt time Num of Detected
(sec) test
$298 4.56 15250 1
s713 8.216 102041 4
$1238 14.760 345000 2
$5378 118.616 108650 2
$9234 286.000 125990 2
$35932 1918.680 250000 1
AES 22d3h 225 5

be detected by generating the truth table of the functions
implemented in the manufactured circuits. For the small
circuits, we were able to detect all the undetected Trojans
using exhaustive enumeration. We should mention that once
a Trojan is detected, the input enumeration stops. In fact, in
all cases the enumeration stopped but did not enumerate all
2™ combinations (n number of inputs on which the function
depends). The results are shown in Table V. The AES circuit,
the number of test tried, before detecting the Trojans, is 225

For large circuits, we noticed that in every circuit most of
the functions are small with few exceptions. The profile of the
functions with less than 31 inputs is shown in Figure 7 and
the profile of circuit functions with more than 31 inputs is
shown in Figure V. In these charts, the number of inputs
is shown on the x-axis and the number of functions with
that many inputs is plotted on the y-axis. Note, that the
majority of the functions in these circuits have less than 31
inputs and much fewer functions have more than 31 inputs.
For these function, we used pseudo-random inputs to detect
Trojans. In our experiment, we were able to detect, using the
function generation, all Trojans that were not detected by the
dependency verification test and randomized processes. We
observed that Trojans that infect small functions can be easily
and definitely detected while Trojans that infect large functions
are much harder to detect. This is due to the large number
of combinations that needs to be applied in order to exhaust
all input combinations. Therefore, a circuit may be Trojan
resistant if it is designed using functions that depend on small
number of inputs which can be achieved by partitioning large
functions and by pipe-lining.

VI. CONCLUSION

In this paper, we presented a technique for detecting Trojans
in manufactured full-scan integrated circuits. The approach is
based on discovering circuit connectivity and on computing
part of the implemented functions. The approach discov-
ers/constructs the implemented connectivity to detect Trojans
that cause connectivity deviation. The connectivity knowledge
is used to discover the logic of the implemented functions.
Any Trojan that is not detected during the connectivity check is
detected by measuring deviation in the logical circuit behavior.
We show experimentally that using the proposed approach we
were able to detect 100 % of the injected Trojans.
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