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Abstract - Quality of life in the United 
States relies, in large measure, on the 
continuous operations of a complex 
infrastructure. This infrastructure is 
comprised of physical and information-
based facilities, networks, and assets, 
which, if disrupted would seriously 
impact health, safety and security of 
citizens or effective functioning of 
governments and industries. This 
infrastructure system includes 
telecommunications, energy, banking 
and financial, transportation, water, 
healthcare, government and emergency 
systems. All of these systems are linked 
through vast physical and cyber 
networks which have become completely 
interdependent. These networks present 
with a multitude of distributed 
heterogeneous components so tightly 
interconnected that a focal disaster can 
lead to widespread failure almost 
instantaneously. A disaster is an event 
that can cause system-wide malfunction 
as a result of one or more failures within 
a system.  Disasters may occur as the 
result of single or multi-point failure and 
may occur either simultaneous or 
sequential.  Disaster tolerance is a 
superset of fault tolerance in that a 
disaster may be caused by multiple 
points of failure in a system that occur 
very close together in time as well as a 
single point of failure that escalates into 
a wide catastrophic system failure. 
Adequate means to ensure continued 
system operation in the event of a 

disaster requires highly reliable and 
survivable system design of distributed 
and interdependent systems.  This paper 
will evaluate specific methodologies for 
disaster tolerant systems engineering for 
improved command and control of 
critical infrastructure systems.  The 
current state of disaster tolerant 
application systems is explored 
including an investigation into the 
reliability and survivability requirements 
necessary to achieve disaster tolerant 
system operation.   
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1. INTRODUCTION 

 
The survivability of critical infrastructure 
systems has become a major concern of the 
United States Government due to recent 
events directed both on the nation’s 
homeland and American interests around 
the globe.  These events have supported the 
growth of numerous government and 
industry initiatives in the area of homeland 
security and defense [4, 29].  The specific 
goal of these initiatives is to establish 
infrastructure systems that continue to 
provide acceptable levels of service to 
customers in the face of disturbances; 
natural, accidental or malicious.   
 



 

The reliance of the nation’s critical 
infrastructure systems on fragile information 
and communication systems puts these 
infrastructures at risk for catastrophic failure.  
Threats arise from reliance on commercial 
components of unquantified reliability, 
unsecured legacy software systems, and a 
lack of understanding of continuously 
evolving distributed complex networks. All of 
these variables are vulnerable to outside 
manipulation through networks and 
outsourcing of design. 
 
Massive computerization of infrastructures 
has enabled major efficiency gains, but at 
the cost of tightened coupling.  The financial 
cost of interruptions escalates more rapidly 
now than before computerization.  There is a 
specific need for approaches to 
infrastructure design and evolution that 
simultaneously enable the efficiencies that 
computers make possible while ensuring 
that the costs of service stream interruptions 
remain acceptable in the face of disruption.  
 
The vulnerability of critical infrastructure 
systems to disasters creates new challenges 
for systems engineering, as well as for 
research across related disciplines such as 
software engineering, computer science and 
security engineering. In systems 
engineering, design for disaster tolerance 
including survivability, reliability and fault 
tolerance, emerges as a research priority.   
 
Infrastructure systems are large and 
distributed. Modeling for these complex 
systems requires interdependent sector 
analysis and the ability to handle potentially 
dissimilar fault models.  In this respect, 
hierarchical modeling is investigated as a 
means to provide adequate systems 
analysis. 
 
The following sections discuss the rationale 
for hierarchical analysis of infrastructure 
sectors and provide a background 
investigation into various methods 
applicable in this area. Further, the 
application of systems theory to critical 
infrastructures in the face of catastrophic 
events is discussed.   
 

2. DISASTER TOLERANT 
SYSTEMS ENGINEERING 

 
Fault tolerance of a system is essential to 
ensure continued operation and provide 
necessary system services despite the 
failure of components. The goal of a fault 
tolerant system can be defined as the 
specified degree of resiliency in a system, 
subject to minimizing overhead costs such 
as duplicate resources, communication, and 
time overheads [22].  Designing disaster 
tolerance into complex critical infrastructure 
systems is essential to ensure continued 
operation and provide necessary system 
services despite the failure of components.   
 
When disrupted, an information system must 
be adjusted to assure continued provision of 
the information services on which the 
infrastructure depends.  Adjustment will 
involve reconfiguration.  To be reconfigured, 
an information system must be 
reconfigurable.  System reconfigurability can 
occur at many levels, including operating 
parameters, module implementations, code 
location, replacement of physical devises, 
etc.  An understanding of the failure rates 
inherent in these levels requires 
incorporating systems reliability. 
  
Reliability theory is a critical component 
involved in this respect in order to model 
system behavior and ensure system 
operational success.  Reliability is a function 
of probability which can be defined as a 
quantified measure of uncertainty about a 
particular type of event. Probability generally 
assumes that there exists certain 
information about a system such as the 
individual component reliability behavior.  
Generally, the completeness of this 
information relies on the satisfactory 
fulfillment of two conditions: 
 

1. All probabilities or probability 
distributions are known or are 
perfectly determinable. 

2. The system components are 
independent. 

 
However, when attempting to model and 
analyze the reliability of large complex 
systems these assumptions may not hold.  
For example, when a system has a series-



 

parallel structure as represented in Figure 1, 
its time-to-failure (TTF) cumulative 
distribution function (CDF) can be obtained 
by multiplying together the failure-time CDFs 
of the parallel subsystems and subtracting 
from one the product of the reliability 
function of the series subsystems.   
 

   
 

Figure 1. Series-Parallel Structure 
 
This method works because the series-
parallel nature of the system means that it 
can be broken down into substructures 
whose failure times are statistically 
independent of one another.  When a 
system is modeled as a complex system 
and is not series parallel, such a breakdown 
is not possible and standard reliability 
modeling methodologies are not applicable.  
 
Complex systems are typically structured in 
a hierarchical structure. Each layer of this 
system has a specific function. However, the 
reliability of each layer is dependent on 
inputs from other layers [20].  Hierarchy 
theory deals with the fundamental 
differences among one level of complexity 
and another. Its ultimate aim is to explain 
the relationships among different levels: 
what generates the levels, what separates 
them and what links them together [20].  
Numerous approaches have adequately 
been proven for analytically predicting the 
reliability or availability of series-parallel fault 
tolerant systems where system components 
are assumed to be independent and the 
probability distribution of the components 
are known.  These include combinatorial 
models, such as fault trees and reliability 
block diagrams, and the use of Markov 
models to analyze the system with linear 
time dependent algorithms [9] [12] [21].  
However, when attempting to model the 
reliability of complex systems comprised of 
non-series-parallel structures these methods 
are not feasible. They are computationally 
expensive, or suffer from the state-space 

explosion problem [12] [23].  This section 
evaluates the use of several hierarchical 
reliability methodologies to model complex 
systems and provides potential means to 
design adequate system reliability into 
critical infrastructure.   In addition a 
methodology is investigated on how 
performance is affected by combining 
dissimilar fault-tolerance schemes at 
adjoining levels. 
 
Hierarchical models represent a large class 
of models that use hierarchical structures to 
avoid very large state spaces when 
modeling complex systems [12].  It is 
important to investigate methodologies for 
dealing with the state-space problem 
because reliability analysis of systems with 
very large state spaces requires the use of 
complex numerical methods for solving large 
systems of algebraic equations or the 
application of ordinary differential equations 
[23].  In addition, hierarchical models are 
necessary since most practical problems do 
not satisfy the assumptions of independence 
and series-parallel structures.  
 
Sahner et al 1986, discuss the use of a 
hierarchical modeling technique called the 
Symbolic Hierarchical Automated Reliability 
and Performance Evaluator (SHARPE) to 
specifically avoid the state-space explosion 
problem.  SHARPE allows the ability to use 
mixtures of reliability models at different 
levels while providing freedom in the number 
of levels in the hierarchy.  The different 
types of reliability models can be combined 
hierarchically by using all or part of the 
solution to one model as part of the 
specification of another model.  The authors’ 
technique makes available mean and 
variance of each cumulative distribution 
function (CDF) produced in the analysis [21].  
 
A second method is presented by Sharma et 
al 1991, and introduces a hierarchical 
approach for computing the terminal 
reliability between any given source-
destination pair in large, complex networks.  
The method proposed allows the 
development of an approximate reliability 
expression for any large network of any size 
by modeling the network in a hierarchical 
form with specified ‘clusters’ of network 
nodes.  An overall reliability value is 
approximated by computing various 
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parameters for individual clusters of network 
nodes and combining them to determine an 
approximate analysis [24].  Figure 2 
illustrates this methodology of breaking 
down the problem into sub problems for a 
reduction in algorithm complexity.   
 

 
 
Figure 2. Example of a hierarchical network [24]. 
 
This model represents a 2-level hierarchical 
network where level one of the network is 
grouped as a cluster and level two of the 
network serves to interconnect clusters of 
level one nodes. In this fashion, each cluster 
is modeled as a node. The inter-cluster links 
create the network graph model.  Each 
cluster may then be modeled individually as 
a graph which forms the set of cluster 
models, as seen in Figure 2 [23].   
 
This type of model can be used to model the 
failure and recovery behavior of each node 
cluster type and predict the expected cluster 
availability. The availability of a path is the 
product of the availabilities of the node 
clusters in the path. The model is developed 
based on the notion of node clusters and 
origin-destination pairs. Reliability terms 
corresponding to the paths within a cluster 
are made disjoint with respect to each other.  
The advantage of this methodology is 
realized when attempting to evaluate the 
reliability of large systems.  This algorithm 
breaks down a large problem of terminal 
reliability in large distributed systems into 
sub problems which drastically reduces the 
complexity of the evaluation. This process 
allows for an exact reliability expression to 

be obtained by multiplying the terms 
corresponding to each sub path [23]. 
 
Several researchers have identified the 
importance of understanding the effect on 
system performance and how information 
exchange may be affected when combining 
dissimilar fault-tolerant models between 
different levels of the hierarchy [21] [22] [23].   
In particular, Shieh et al 1990 surveyed 
analytical models to evaluate the 
coordination of various levels of the 
hierarchy including the integration of various 
fault tolerant schemes required for complex 
hierarchical systems.  They propose the use 
of Stochastic Petri Nets (SPN) for reliable 
process communication throughout a 
distributed hierarchical system through the 
use of checkpointing with rollback recovery 
as the method for fault tolerance [23]. They 
specifically focus on the probability of 
failures when processes from other 
‘hierarchical layers’ synchronize in 
distributed systems.  If a failure occurs at 
this integration, uncontrolled rollback of the 
system to its initial state may occur and 
result in a total system failure. The authors’ 
combine SPN models with probabilistic 
analysis of uncontrolled rollback recovery to 
model what they define as the domino 
effect. 
 
The rollback of one process due to failure 
may cause another non failed process to 
also rollback.  This is due to the 
communication among the process between 
the times at which the communicating 
processes took their checkpoints.  A rollback 
of non failed processes in this manner can 
lead to an uncontrolled rollback of all the 
communicating set of processes and as a 
worst case, bring the system back to an 
initial state, which is unacceptable for any 
real-time system [23]. 
 
To prevent the domino effect from occurring 
in these systems, the authors’ propose the 
use of a planned checkpoint strategy where 
the processes mutually agree to perform a 
checkpoint function whenever any two 
processes communicate.  This scheme 
would ensure that there is no domino effect. 
In the worst case, the processes would 
rollback to the most recent transition 
checkpoint before the synchronization and 
the place just before the next 



 

synchronization.  The main problem is the 
integration of the fault tolerant schemes at 
different levels and its effect on the choice of 
checkpoint strategy at different levels [26]. 
 
The final method evaluated uses a Bayesian 
hierarchical modeling technique to assess 
the reliability of a complex system 
comprised of multiple components by 
combining reliability information from various 
levels of a system which has been 
previously discussed as being problematic 
[12].  The goal of this technique is to 
improve model consistency at different 
levels of the reliability diagram by re-
expressing non-terminal node probabilities 
in terms of probabilities using deterministic 
relations derived from the system reliability 
diagram [10].  Four sources of data are 
identified to accurately model the system 
using this methodology.  The first source is 
data collected from actual component or 
subsystem tests and may generally take the 
form of binomial observations.  The second 
type of data is expert opinion regarding the 
probability that a specific component or 
subsystem fails.  A third, generally less 
precise source of information is expert 
opinion stating that a group of components 
in a given system or in related systems have 
similar failure probabilities.  The authors 
stress the potential importance expert 
opinion can play in assessing the reliability 
of the system, particularly in large complex 
systems for which data collected on 
individual components may be sparse.  
However, as this type of data may be 
available from several experts where the 
quality of information from each expert may 
vary, the model assumes that this data take 
the form of a beta density function where 
prior information obtained from expert m 
concerning the lifetime distribution of certain 
component Ci contributes a factor of 
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to information collected from expert m 
including the number of observations 
assessed over the components lifetime 
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to the prior density of ! . This assumption 
allows the net contribution of expert opinion 
to take the form of a binomial likelihood 
function so that the aggregation of multiple 
opinions can be analytically handled as 
‘data’ in a suitable format [10].  The final 
sources of data critical to model are the 
terminal node probabilities (components with 
no subcomponents).  The combination of 
these sources of data leads to a joint 
posterior distribution which may be analyzed 
to determine an overall system reliability 
function [10].  It has been argued that the 
use of Bayesian hierarchical models may be 
unrealistic in problems where only partial 
information is available about the system 
behavior [23].   
 

3. SYSTEMS THEORY AND 
CRITICAL INFRASTRUCTURE 

 
A central tenet of systems theory is 
communication and control.  Regulatory, or 
control action, is the imposition of 
constraints upon the activity at one level of a 
hierarchy which defines the “laws of 
behavior” at that level yielding activity 
meaningful at a higher level [21].  
Hierarchies are characterized by control 
processes operating at the interfaces 
between levels.  Control in open systems 
(those that have inputs and outputs from 
their environment) implies the need for 
communication.  Closed systems, where 
unchanging components settle into a state 
of equilibrium can be distinguished from 
open systems which can be thrown out of 
equilibrium by exchanges with their 
environment.  In systems theory, open 
systems are viewed as interrelated 
components that are kept in a state of 
dynamic equilibrium by feedback loops of 



 

information and control [11]. Infrastructure 
systems, when viewed in this manner, can 
be treated as a dynamic process that are 
continually adapting to achieve its ends and 
to react to changes in itself and its 
environment.  
 
Critical infrastructure networks can be 
described as complex systems spread 
across vast distances which are nonlinear 
and highly interactive.  Each are composed 
of numerous cyber, physical, and 
organizational infrastructures subsystems, 
interconnected, and interdependent.  The 
interrelation with other sectors constitutes a 
complex large-scale system of systems [7].  
The relationships among these systems are 
dynamic, nonlinear and spatially distributed.  
 
These systems of systems are complex in 
nature defined by the fact that no single 
centralized entity can evaluate, monitor, and 
manage all the interactions [2].   The 
relationships and interdependencies require 
complex mathematical theories and control 
methods often not representative of 
conventional methods.  In reliability analysis 
of such complex systems, combinatorial 
models may be computationally efficient, but 
have limited expressive power.  State-based 
models are expressive but computationally 
complex where the complexity increases 
exponentially with the size of the model [12].  
It is in this regard that hierarchical reliability 
modeling may provide the ability to 
adequately design disaster tolerant 
infrastructure systems to provide better 
command and control capabilities including 
vulnerability assessment to protect against 
malicious attacks or forces of nature. 
 

4. CONCLUSION 

 
In studying large-scale systems with 
technological, societal, and environmental 
aspects, the efforts in the modeling as well 
as in the design and optimization are 
magnified and often overwhelm the analysis. 
This is due to the very large number of 
variables and complexity of the design 
models.  Models must be built to address 
this complexity, but no single model can 
ever capture and represent all the essence 
of large-scale systems.  
 

Hierarchical reliability for the design of 
disaster tolerant complex systems offers the 
ability to include diverse sources of 
information at different levels of the system 
and an ability to determine overall system 
reliability.  In addition, traditional systems 
engineering techniques support the 
development of a coherent framework for 
incorporating multiple sources of non-
terminal node probabilities using the 
structure of the system reliability block 
diagram and terminal node failure time 
distributions. Hierarchical reliability 
evaluation decomposes the overall model 
into a set of sub models where construction 
and generation of a large model is avoided 
and a solution can be obtained through 
interactions analysis among the sub models.   
 
There is a strategic need to understand the 
societal consequences of infrastructure 
failure risks along with benefits of various 
tiers of increased reliability.  From an 
infrastructure interdependency perspective, 
power, telecommunications, banking and 
finance, transportation and distribution, and 
other infrastructures’ are becoming more 
and more congested and are increasingly 
vulnerable to failures cascading through and 
among them.  A key concern is the 
avoidance of widespread failure due to 
these cascading and interactive effects.  
Moreover, interdependence is only one of 
several characteristics that challenge the 
control and reliable operation of these 
systems.  
 
Dealing with system wide disruptions that 
may potentially result in infrastructure 
disasters sometimes requires diagnostic and 
corrective actions.  In almost all cases, 
minimizing the loss of aggregate value to 
users and ensuring that it remains within a 
range required to safeguard the public 
interest is achieved only by taking a system-
wide view coupled with disaster tolerance 
techniques and technologies. 
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